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Algorithms have become strategic assets in the fight for power, and the 21st century is becoming the
theater of new information and cognitive warfares. This film reveals what lies behind TikTok’s extraordinary
rise. Febuary 2023. With the White House and European Union institutions banning TikTok, Western public
opinion learned about the potential dangers of the most popular app among teenagers worldwide. With a
billion users, the Chinese app is now more powerful than Facebook and Instagram. For the first time since
the rise of the digital economy, the Tech Giants are being beaten at their own game.
For several months now, investigations by journalists and information gathered by various intelligence
services have been proving that TikTok enables the Chinese state to access hundreds of millions of
American and European users' personal data. 
This doctrine, which is currently emerging in public opinion and crystallizing around TikTok, is just the tip of
the iceberg. Algorithms and data have turned into strategic assets for governments. Their control is
essential in an increasingly polarized world.
For years, the USA and China have been engaged in a merciless battle over artificial intelligence: "to
understand what's going on with TikTok, you have to take a systemic approach. Today, TikTok  is the one
finding itself in the American crosshairs. Yesterday it was Huawei, and tomorrow it will be another
company. Why has China made data control a national priority? Why has this data warfare crystallized
around TikTok? What role could data play in an armed conflict between the USA and China?

INTRODCUTION



January 2018 EMERGENCE OF DATA AS A FACTOR OF
PRODUCTION 

On January 1, 2018 Xi Jinping addressed his New Year wishes to the Chinese people, behind him were two
books that explain the impact digital technologies will have on the world's future. 
According to Xi Jinping's doctrine, the emergence of data as a factor of production is at the root of a new
industrial revolution.
As the 2010 decade drew to a close, Xi Jinping wanted to shake up the world geopolitical order and offer
China an opportunity to dominate the United States. Data is the raw material. The Chinese government
needed to control one of the world's most advanced artificial intelligence companies: ByteDance.
ByteDance was founded in 2012 by Zhang Yiming, a 29-year-old Chinese programmer. In 2016 he created
his company's star app: TikTok.
TikTok is simple: a single interface where short musical and humorous videos scroll endlessly. But for
Marc Faddoul, the revolution lies elsewhere.
"TikTok's algorithm is thirty times more powerful than that of Facebook or Google. It can suck up an
impressive amount of data.".

SYNOPSIS



November 2017  BytoDance 

In November 2017, ByteDance bought Musica.ly one of America's very popular company among teenagers for $1
billion. In an investigation published by The New York Times, Alex Palmer wrote: "Musical.ly offered a way onto the
phones of millions of American teenagers, and gather the data of the world's most valuable customers."
In this global data warfare that is being set up, Beijing then saw a unique opportunity. In April 2018, the
Chinese government banned one of the company's leading apps, deeming it " vulgar ". This was a major
turning point for the company, as the Chinese state took control. At the time, the enemy, the one
undermining the foundations of the democratic order, was Facebook. Meaning the United States and its
digital monsters. Not China. Mark Zuckerberg's public apology to the US Congress has left its mark on
American public opinion. This image has spread around the world, and the Chinese government has used it
to its advantage.
However, for Kara Frederick, an expert on BigTech and emerging technologies, the threat was already here.
"If the Chinese Communist Party decided, via ByteDance, to feed propaganda into the TikTok feeds of
American teenagers, and they could do so without anyone noticing. And use the power of the algorithm to
create dependency. At this stage, they could already see and slightly modify what young Americans like or
don’t like. Even then, TikTok was censoring videos on certain delicate topics, such as the repression of
Tiananmen Square or the pro-democracy protests in Hong Kong or the Uyghurs." The beginnings of what
would soon become a cognitive warfare...
Trump & Zuckerberg up against TikTok



Trump & Zuckerberg up against TikTok

July 31, 2020. Donald Trump was standing in the White House gardens. Behind him, a helicopter awaited. Amid
the hubbub, the President of the United States addressed the press: "We may ban TikTok. Many options are on
the table. We're still working on it". Some observers were convinced that Donald Trump was settling scores with
TikTok, since a month earlier, one of his rallies had been sabotaged by opponents mobilizing on the Chinese
app.
For the American President, the situation was clear: since Tech Giants were banned on Chinese soil, he had to
do the same in the United States. The world's leading power couldn’t surrender to the enemy. It had to protect
its own companies in disguise.

The presidential election and Donald Trump turned the war on China into a campaign argument.
Mark Zuckerberg's shadow hung over the whole sequence. A few months earlier, at a conference at
Georgetown University in Washington, he had expressed concerns about "the rise of Chinese digital
companies, which threaten American businesses and must be a primary concern".
As revealed by a Wall Street Journal investigation, Facebook CEO Mark Zuckerberg held a series of secret
meetings with top politicians to put pressure on ByteDance. During a private dinner at the White House, Mark
Zuckerberg even urged Donald Trump to ban TikTok. Zuckerberg said he was "even a candidate for the
takeover, thus getting his hands on hundreds of millions of people’s personal data ".



Biden China & Tiktok
It was in this environment that Joe Biden got sworn
in on January 20. Asma Mhalla says "The dramatic
events on the U.S. Capitol have further reinforced
the Biden administration's distrust of Facebook. On
the other hand, Biden did not underestimate the
danger of China in this techno-strategic war. 
On April 23, 2021, a piece of information from Beijing
was to have a huge effect on the Biden
administration and sound the alarm. With Jack Ma,
the founder of Alibaba, still "missing" after six
months, the Central Bank of China asked Ant
Financial, Alibaba's financial arm, to transfer all
data concerning its 700 million customers to whom
it had granted loans. The idea is to entrust their
management to a subsidiary of the state-owned
bank. The operation would cost Ant Financial $35
billion.
This move is essential, and reflects Xi Jinping's
conviction that the entire economy and society are
being structured around digital technology.
It's up to the State to shape this transformation. 
The American response was almost immediate. 

Lobbying
To counter this Trump/Zuckerberg "front", ByteDance
drew inspiration from the methods the Tech Giants
had been using for years, and conducted a major
lobbying offensive in Washington.
A strategy that paid off. In an increasingly polarized
country, with just a few months to go before a
presidential election that is feared to be rigged
once again via Facebook, the "anti-TikTok front"
spearheaded by Mark Zuckerberg and the most
radical right-wing Trumpists found little support in
American society. "The Biden team feared that the
election would be rigged via Facebook with the
complicity of Russia, not China. This obviously
benefited Beijing", analyzes Asma Mhalla.
With just a few weeks to go before the American
presidential election - fearing the consequences of
Donald Trump's re-election - the company chose
France as the pilot country for its lobbying policy.
TikTok became a patron of E-enfance, an
association chaired by Justine Atlan and approved
by the French Ministry of Education that was created
in order to protect underage Internet users. 



Europe side with the US

But ByteDance’s strategy all fell apart because of two key
elements. First, Emily Baker-White’s investigation revealed,
through the use of wiretaps of ByteDance’s employees, that
the technical architecture of the Texas Project is full of
"backdoors" which are intentional computer security
breaches that allow American data to be sent to Beijing. Emily
Baker-White raises awarness on the fact that ByteDance
China can now also track their Internet users’ every move.
She says the company even went as far as spying on her
using all means necessary so they could get her sources. 

Led by Brendan Carr, one of the most influential
commissioners of the FCC (Federal Communications
Commission), TikTok became the Biden administration's
public enemy. In January 2023, TikTok was to be removed
from all government cell phones.

A few weeks later, Europe took action too. The European
Union forced the removal of the app from all of its
institutions.
A few days ago, American journalists from the Gizmodo
website revealed that 28,000 apps worldwide were using
software supplied by ByteDance to collect user data. This
information proves that the TikTok ban won’t have the impact
it should of had, and also questions the real motivations of
the United States and Europe in justifying the ban on the
app...
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Benjamin Teil
As a documentary filmmaker, he started out as a journalist for France 2's cultural magazine Stupéfiant! 

He then joined the team behind France 5's documentary series La Fabrique du mensonge, where he co-directed two
documentaries that focused on online disinformation.

 
Emily Baker-White: 

As a Buzzfeed journalist, she looked into the data TikTok collects in the US and managed 
to prove the company was sending them straight to China. 
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Imran Ahmed: 
 Founder and CEO of the Center for Countering Digital Hate US/UK, he’s behind the report on TikTok’s algorithm pushing

harmful content to its users and the devastating effects on their mental health, especially that of teenagers. 
 

Emily de La Bruyère: 
Emily de La Bruyère is a geopolitics researcher. 

In 2022, she co-authored China’s Digital Ambitions – A Global to Supplant the Liberal Order for THE NATIONAL BUREAU of
ASIAN RESEARCH. 

 
Paul Charon: 

Director for "Intelligence, Strategy foresight and Influence at the Institute for Strategic Research (IRSEM). 
 

Christopher Wray: 
Director of the FBI since 2017, 

Christopher Wray has been raising awareness of the spying dangers posed by TikTok since late 2019.
 

Brendan Carr: 
He has been serving as a member of the Federal Communications Commission since 2017

 he is doing everything he can to ban the Chinese app from U.S. territory.
 
 
 
 



 
 

Claude Malhuret:
He is a Senator. One of the founders of the Commission of Inquiry into TikTok. 

The first ever inquiry into a social network in France.
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Christine Okrent: 
In her latest book, L'Empereur et les milliardaires rouges,

 the journalist analyzes Xi Jinping's takeover of China's Big Tech industry 
and its geopolitical consequences in this "data war".

 
Vanessa Pappas

TikTok Chief Operating Officer in the U.S. 
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